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The once seamless relationship between the intelligence community, academia, and the private sector seriously deteriorated at the end of the Cold War. Early in the twenty-first century, in the post-9/11 environment, these links appeared headed for a renaissance of sorts — and drastic reform.

Radical expansion and modernization of open source exploitation is a strategic reform of great importance to the intelligence community. Legacy security rules on outreach to nongovernmental experts are distinctly incompatible with knowledge building — and knowledge sharing — in the information age. Publicly available open source intelligence is frequently undervalued and underutilized. Yet there is now scarcely a subject where it doesn’t provide significant context and a baseline of knowledge. Open source information thus plays a key role in intelligence work by cueing valuable collection and analysis resources and in bringing into sharper focus the problem at hand.

The director of national intelligence (DNI), beginning with John Negroponte and continuing with Admiral Michael McConnell, has given top priority to open sources in the nation’s "rebalancing collection" intelligence effort.

The current U.S. National Intelligence Strategy outlines five mission objectives and ten enterprise objectives to help transform intelligence work. One of the mission objectives is to "develop innovative ways to penetrate and analyze the most difficult targets." One of the enterprise objectives is to "strengthen analytic expertise, methods, and practices; tap expertise wherever it resides; and explore alternative analytic views."

Anticipating these reforms and objectives, the CSIS Transnational Threats Project briefed the first DNI, John Negroponte, in April 2005 on its plan to operate a "Trusted Information Network (TIN)" devoted to a critical threat to the United States and the world. Briefings with U.S. and foreign intelligence community officials confirmed that the TIN project was relevant to current and future needs for the U.S. government.

Over the past two years, the TIN has proved to be a successful model for managing and organizing nongovernmental experts who can provide unique insights and context on threats to national security.

Islamist extremism in Europe was the topic explored by internationally recognized experts. Daily events in European countries, the United Kingdom being the most dramatic recent example, illustrate that al Qaeda-inspired terrorists continue to proliferate among naturalized Muslims from South and Southeast Asia, the Middle East, and North Africa. Iraq has become a powerful recruitment poster for jihadi volunteers from Europe and beyond.

We are no longer simply dealing with al Qaeda-affiliated terrorists. Al Qaeda has gradually morphed into a global politico-religious, ideological, and spiritual movement. It has no boundaries. It has the Internet — and a virtual caliphate in cyberspace. To say, as many do, that extremists have hijacked the religion of Islam is only partly true, because the extremists enjoy the tacit support of Muslim fundamentalists, or about 10 percent of the world’s 1.3 billion Muslims.

The TIN’s project chair, Judge William H. Webster, emphasized that TIN members, in a collaborative online setting 24/7, "have brought forth fresh information and perceptions about the extremists’ environment, their route to violence, and aspirations."

TIN members included well-known experts from the Middle East (including Israel), Europe, and the United States. Under the direction of CSIS senior adviser Arnaud de Borchgrave, CSIS senior fellow Tom Sanderson, and CSIS fellow Jacqueline Harned, these specialists were guided for the past year as they commented, analyzed, exchanged information, and provided new perspectives from their own individual networks of experts in the field.

Richard P. O’Neill, founder and president of the Highlands Group and a key adviser on the TIN project, commented that the TIN had the "ability to raise the level of understanding among TIN members. The type of information sought and shared is of the local, first person variety, befitting Margaret Meade’s exhortation to 'smell the dirt' and engage cultures both locally and at a distance. Peering into overlooked domains, such as local graffiti, music, or video lyrics produced by jihadists, these TIN researchers sought out surrogate 'unobtrusive measures' to gain an alternate take on conditions."

The CSIS Trusted Information Network was able to bring together many of these hidden insights and demonstrate the distinct advantage that nongovernmental expertise can offer to government analysts.
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