UNCLASSIFIED


(U) The Director of National Intelligence Open Source Center

Implementation Plan


(U) The Director of National Intelligence will establish the DNI Open Source Center on 1 November 2005.  The Center will advance the Intelligence Community’s exploitation of open source material, including from the Internet, and enable all Intelligence Community, Department of Homeland Security, and Department of Defense analysts to access and use relevant open source materials.  The Center will provide open source material directly to US Government customers while also enabling the effective use of open sources in supporting the work of specific national security agencies and missions. Customers will range from the President of the United States to local law enforcement.  


(U) In executing the DNI’s national strategy for open source, the Center will be a comprehensive Intelligence Community Center focused on all open sources, to include the Internet, databases, press, radio, television, video, geospatial data, photos, and commercial imagery.  The Center’s functions will include collection/acquisition; open source analysis and research; centralized training; and facilitation of government-wide access and exploitation.  The Center’s objectives will be to:

· Buy/collect/translate/produce once; enable access throughout;

· Train a government-wide cadre of officers skilled in open source exploitation and analysis;

· Tools development;

· Broker external expertise (e.g., academia, commercial ventures)

· Test new technologies and workflows.

(U) Roles and Responsibilities


(U) The Director of the Central Intelligence Agency will host, manage and support the DNI Open Source Center, which will operate as a distinct entity within CIA.  The Director of the DNI Open Source Center will work through the Deputy Director/CIA in executing the DNI’s strategy for open source and managing CIA-specific open source resources (e.g., CIA Library) and investment.  The Center will include and build on the capabilities, resources, and personnel of the CIA’s Foreign Broadcast Information Service (FBIS). The Center will assume FBIS’ current collection, production, and dissemination mission


(U) The DNI, through the Assistant Deputy Director of National Intelligence for Open Source (ADDNI/OS), will provide strategic direction, establish the Community’s open source priorities, sponsor Community initiatives and investment, and ensure the open source program is integrated with the Community’s overall intelligence strategy. 


(U) On behalf of the DNI and DCIA, the Director of the DNI Open Source Center will: 

· Manage Center resources provided by the DNI to execute Community open source activities;

· Select and manage personnel in the Center from across the Community in implementing the Community’s open source activities;

· Manage resources provided to the Center by individual agencies to meet their mission-specific open source requirements;

· Manage the career service for the Center’s Open Source “family” of occupations, to include librarians, geographers, and “Open Source Specialists.” 

(U) Open Source: Centralized Oversight, Distributed Execution

(U) The DNI Open Source Center will be a global organization, staffed with a core of managers and experts in locations around the world devoted to collecting and analyzing open source data and providing open source information, analysis and services throughout the US Government.  At the same time, the Center will provide centralized services to facilitate individual agencies’ effective use of open sources in conducting their unique missions.  These services will include executing open source strategy and policy; training; advising on information technology (standards, infrastructure and development); and conducting data and contract procurements.  In turn, as individual agencies make their open source products and data available to the Center, the strength of the Center will reside in the resulting network of data, products, experts, and services, as opposed to the products and services produced solely by the Center itself (see Chart 1).  In short, the Center will:  

· Provide open source data, products, and services (e.g., procurement) directly to US Government customers and partners based on DNI-validated intelligence requirements and integrated within an all-source intelligence program;

· Sustain a global open source collection, production, and dissemination enterprise that can accept investment by individual components in support of unique requirements or tailored services;

· Broker open source holdings, expertise, and partnerships in the public and private sectors on behalf of the Intelligence Community and US Government; and

· Provide capabilities and services that facilitate open source exploitation within individual government components.
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Chart 1:  The Open Source Enterprise

(U//AIUO) The Director of the DNI Open Source Center will manage resources identified specifically for open source exploitation, but resource allocation and execution will occur where most appropriate within the context of the Community’s overall “Open Source Enterprise.”  The DNI may explicitly direct use of the Center’s funds to meet unforeseen obligations; the CIA may not transfer or reprogram any resources allocated to the Open Source Center without DNI approval.  Similarly, reprogramming of open source resources in other organizations under the DNI’s purview will also require DNI approval. 

(U) Organizational Structure

(U) The DNI Open Source Center will effect the following organizational structure upon IOC on 1 November 2005:

(U) DNI OPEN SOURCE CENTER

PROPOSED STRUCTURE
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(U) Within the above construct, the Center will begin to grow its staff from across Intelligence Community, Defense, and Homeland Security components, allocating functions and responsibilities as follows:

(U) Deputy Director, Community Integration


(U) The Deputy Director, Community will be the DNI Open Source Center’s focal point for the Center’s Community liaison and requirements.  He/she will be responsible for supporting the DNI on Community strategy and policy and will implement DNI policies, standards, and procedures for the Center. He/she will also facilitate Community participation and staffing in support of the Center.  

(U) Deputy Director, Open Source Operations

(U) The Deputy Director, Operations will oversee the DNI Open Source Center’s collection and production functions, ensuring responsiveness to day-to-day requirements.  He/she will manage the infrastructure (e.g., collection and production network) to ensure responsiveness to current requirements while facilitating expansion in accord with Community strategy.  He/she will be the focal point for managing technical and human resources to enable the Center’s effective operation and growth.

(U) Chief of Staff

(U) The Chief of Staff will serve as the principal aid to the Director and Deputy Directors of the DNI Open Source Center, coordinating and tracking internal and external taskings and managing administrative support, budget/plans, and external liaison (e.g., Congress, public affairs).  The Chief of Staff will be the Center’s focal point for administrative support as well as for coordination between CIA and DNI staffs.  

(U) Plans and Requirements Staff

(U) The Plans and Requirements Staff in the DNI Open Source Center will be responsible for managing the Community’s open source requirements function and executing the Center’s open source strategy and supporting program.  Within the DNI governance process, the Plans and Requirements Staff will develop, maintain, and promulgate for the Center open source doctrine, directives, regulations, and policy.  

(U) Global Operations


(U) Global Operations will manage the DNI Open Source Center’s collection, production, and analytic capabilities.  It will include an overseas network of field bureaus and remote collection sites; independent contractor network; video, maps, and library repositories and services; and associated management and production functions in the Washington Metropolitan Area.  This component will conduct the bulk of the Center’s open source collection, procurement, translation, and analysis, and manage the Center’s global operational network.

(U) Open Source Information Technology


(U) Open Source Information Technology will be built on the FBIS Open Source Engineering Group.  It will manage the Center’s open source Information Technology and do the following:

1) Support connectivity to and compliance with the Information Community’s Enterprise Architecture (IC EA);

2) Manage the Center’s global collection, production, and dissemination Information Technology infrastructure;

3) Engage collaboratively in Information Technology development with a focus on tools or Center infrastructure enhancements that provide greatest mission benefit to the Open Source Community.

(U) Information Access


(U) Information Access will be the DNI Open Source Center’s focal point for services and product dissemination and will:  

1) Manage a 24x7 Operations Center to provide tailored services to high-level customers and ensure the Center’s collection and production elements adapt to priority intelligence requirements;

2) Manage a 24x7 Customer Center to respond to customer queries and requests for service, providing an entry point into the Center;

3) Manage a Dissemination Program to work with Infrastructure Technology elements of customer agencies to enable access to open source intelligence on customer platforms while sponsoring Center initiatives on access and dissemination aligned with the Community’s Open Source IT architecture; and

4) Manage the Center’s Web Production Team, which will provide AOL-type services to Center customers, highlighting the “best of” open source intelligence tailored for federal, state and local government customers through a web interface. 

(U) Analytic Development


(U) The Analytic Development component will be responsible for fostering open source expertise across the Intelligence Community, both to conduct effective “stand alone” open source analysis and to improve all analysts’ abilities to use open sources in supporting their work.   This component will assess and use government, commercial, and academic resources to increase the impact of open source expertise, to develop open source analytic tradecraft, and to evolve new products.  To this end, this component will sponsor an open source “laboratory,” within which new technologies and workflows will be tested.  Finally, this component will host the Center’s Quality Assurance Program, a crucial function the Center will need to sustain and grow as products and information are made available from throughout the public and private sectors.

(U) Mission Integration

(U) Mission Integration will be responsible for enabling open source operational support to Intelligence Community and, Homeland Security collection agencies/organizations, and Department of Defense.  Mission Integration tailors open source collection and analysis to meet the needs of the operational environment.  This support will include:

· Tactical foreign and domestic field support—tailored product development and forward deployment of open source experts in direct support of operational planning and execution;

· Deconfliction and metrics regarding open source collection and production.

· Development of open source collection means in direct support of Intelligence Community, Defense, and Homeland Security operations; and

· Serve as the Center’s focal point for counterintelligence and operational security issues.  

(U) Human Resources and Organizational Development

(U) The Human Resources and Organizational Development component of the DNI Open Source Center will provide leadership to ensure the Center’s workforce is fully staffed, skilled, and able to achieve the US Government’s goals for open source exploitation.   It will propagate open source tradecraft across the Intelligence Community, to Defense and Homeland Security, and beyond, as appropriate, via a centralized training/education program.  

(U) The Human Resources and Organizational Development component will also provide direct career and performance management support for all Center employees.  It will oversee the performance management program for Center employees, support panel processes, and provide HR services. 
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